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WHY CYBER RISK QUANTIFICATION?

THE EXECUTIVE BOARD IS ASKING...

of executives agree that
"measuring cyber risk is crucial
for prioritising cyber risk
investments”

but only

are measuring the financial
impact of cyber risks to a
significant extent

Source: PwC Global Digital Trust Insights, 2025

Succeeding with Cyber Risk Quantification

material cyber
event cost?”

“What will be the
return on
investment?”

“How much could a

“What is our biggest
cyber risk?”

—

“How much should we
invest in cyber?”

—
X

‘Are we prepared
for a material cyber
event?”

SQUALIFY

v Gives the board the
right answers

v' Makes you ready for
the boardroom

v' Helps you with the
conversation

v Helps you speak the

same business
language
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Currently two prevailing cyber risk management approaches in the market

Top-Down
Strategic decision making

Financial impact to the company

Business consequence driven risk
scenarios

Broad scope company-wide
assessment

Includes unknown risks

Purely quantitative, extended with
qualitative insights

Succeeding with Cyber Risk Quantification

Bottom-Up

Operational decision making

Financial impact based on
company assets

Technical cyber threat driven risk
scenarios

Narrow scope system-level
assessment, difficult to aggregate
at the company-wide level

Aggregation via known threat
vectors

Mostly qualitative

%
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SQUALIFY VALUE PROPOSITION

Enabling multiple use cases

Financial Cyber Losses Budget Approval & Subsidiaries Steering Supply Chain
Risk Reduction Cyber Risk
Simulations

Level of Cyber Cyber Risk Monitoring Cyber Regulatory Industry Benchmarking
Insurance Compliance
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WHY SQUALIFY?

Distinctive methodology and extensive data ensure highly accurate results, simply

100,000+ 4,500+

S : , N > Leveraging Munich Re’s vast

companies Included in companies quantified historic cyber insurance data

cyber loss database =l moE

1 M + 1 30 > Defendable results, in plain

small loss claims industries Ianguagg, focused on business
costs, with less guesswork

1 OK'I' 80"' > Quick assessments in 24 hours

large loss claims countries and full CRQs within days
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We allow you to focus on the business context, making results more explainable

v/ Basic company data % Guesstimate threat inputs
v/ Company-relevant scenarios X Integrations
8 Information security maturity data % Lots of spreadsheets

SQUALIFY PLATFORM

2 o Y, Cyber Risk Historic Loss Monte Carlo
-_{3‘,- Quantification Model Database Simulation
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Providing full transparency with clear financial figures and the right business language

Which control chapters need improvement?

Worst Case Loss Expected Large Loss Expected Average Loss Annual Expected Loss Biggestrisk

i Data Privacy
€865M T Eﬂwougtmuu years fin?gaeM?ry 7 years €1 1 M Breach
Average Information Security Maturity by Control Chapter

= How does our Cyber Worst Case risk impact our balance sheet? MATURITY LEVELS

ADVANCED

Worst Case Loss Worst Case Loss Impact

This is a scenario where almost all of our controls fail Gross Profit

_':"B

Worst Case Loss

- © osM

Impact on gross profit Protect
8%

of annual gross profit

Identify

Detect

O INSIGHTS

The largest worst-case loss scenario for the Banking Group
involves a double-hit ransomware attack affecting both a Data
Privacy Breach and Business Interruption.
= Data Privacy Breach: The German and US entities share the
same data-store, meaning all their data could be stolen and
published. This would incur significant legal and regulatory Recover
costs, along with high extortion costs.
« Business Interruption: Even after paying the ransom, all
stolen and still encrypted datasets led to a three-week halt in STATUS QUO = GAP
business activities for both entities.

Respond

The total worst-case loss is estimated at €865m, which would

have 2 medium impact on our balance sheet, it does not threaten

the Banking Group's viability and is within our defined risk
BUSINESS INTERRUPTION pata privacy BREAcH [l Financial THeEFT & FRaun [ ToTAL tolerance.
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Providing full transparency with clear financial figures and the right business language

(. How does our current expected Cyber loss potential fit to our risk appetite?

Expected Large Losses Risk Reporting Thresholds

These losses refer to significant financial losses that may incur ~ Probability of occurrence

for specific recurrence periods due to a cyber security incident. €500M
pect periods du y unty 200 Years | 0,5%

Overall
Loss

Risk Tolerance Threshold Board of Management Supervisory Board

No approval required Approval Required Approval Required

RISK LIMIT APPROVAL SCALE

€300M

QO INSIGHTS =,

The statistical overall large loss of € 409m at a probability of 0,5% is still below
our risk limit defined by the Board of Management. From € 500m, approval from
the Board of Management is required, and above € 1bn, our Supervisory Board
needs to approve this exposure.

The overall expected large loss is still within our defined risk appetite, but not

Business Data Privacy Financial Theft that far away from the risk limit for the Board of Management approval.
nterruption Breach & Fraud Currently, no escalation process is needed.
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Ability to steer cyber maturity of multiple subsidiaries or business entities/functions

How do our entities currently compare by different risk metrics?

Gaining an overview of different entities will give in-depth insights into the individual risk profiles of our main subsidiaries, enabling a group-wide management and risk-based
steering of their cyber risk, depending on the different exposures of the subsidiaries.

Worst Case Loss X ‘ ‘ Overall 200Years Modelled Large Loss X ‘ Largest 200Years Modelled Large Loss X Overall 100Years Modelled Large Loss X ‘

Overall Modelled Average Loss X ‘ Add Columns + ’

. BUSINESS INTERRUPTION (BI) DATA PRIVACY BREACH (DB) - FINANCIAL THEFT & FRAUD (FT)

OVERALL INFOSEC RISK OVERALL LARGEST OVERALL OVERALL
™ ™ WV WORST CASE LOSS v v v
EXPOSURE LEVEL MATURITY BALANCE 200Y MLL 200Y MLL 100Y MLL MAL

Banking Group High to very high

Subsidiary Germany

Subsidiary France High to very high B c176m 6 years

Subsidiary USA High to very high 6 years
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Ability to simulate investment scenarios, showing ROSI and impact of cybersecurity improvement measures

1 Simul. w. Focus on Govn., Response % 2 Simulat. - Zero Trust Project 3 Sim - DORA All Gaps
& Recovery

Plan Budget on ROS Controls =t R iction ROSI

€22M €38M €78M 44%

Improvement details conois @)

Risk Balance:| Banking Group |vs| Simulation 2 Expected Large Loss

The d lo: rred b anization

€189M

. Il Banking Gro Juo Simulated Improved Plan
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Benchmarking against industry average and similar industry peers

Business Interruption: Energy Group vs Industry vs Target

Exposure VERY HIGH

VERY LOW

———0

0% Information Security Maturity

. ENERGY GROUP INDUSTRY AVERAGE

Succeeding with Cyber Risk Quantification

B TARcET

Overall: Energy Group vs Industry Peers

VERY HIGH

@ 0 Company 2

Company 3 0
O Company 1

Exposure

VERY LOW

0% Information Security Maturity

[ eneErGY GrouP  [)] INDUSTRY PEERS
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Hungry for more? Let's talk!

Yash Bajaj

Business Development Manager
ybajaj@squalify.io

+49 170 8042072
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